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PC Moderator™ Setup and Tutorial Overview

This document provides an overview of the operation of the First Time Setup, Tutorial and Main Setup programs built into the PC Moderator. 

Three applications are built into the PC Moderator for configuration and help. These applications are 1) First Time Setup, 2) Tutorial and 3) Main Setup. The First Time Setup runs only on a new or reset PC Moderator. After powering up the computer with the newly installed PC Moderator. The user presses the <Scroll-Lock> key twice. The screen will turn a dark purple and the user then presses the <s> key.  The program runs automatically. The First Time Setup allows the setup and configuration of the PC Moderator for the first time. At the end of this program, the Tutorial is run. The Tutorial is step-by-step guide to the operation and use of the PC Moderator. In order to change configurations or major settings after the PC Moderator has been set using the First Time Setup, the Main Setup program must be run. The Main Setup program allows changing the clock, passwords and user time settings.   

How to Setup the PC Moderator. 

The PC Moderator does not have its own keyboard or display but uses those of the host computer to operate the configuration and tutorial utilities. The PC Moderator uses the attached computer keyboard to allow the user to enter configuration information. In order to display text during configuration, the PC Moderator automatically causes the Wordpad text editor/word processor (Windows OS only) to run and then sends key strokes to the application as though they were actually typed. As the keys are sent, they are displayed on the screen. 

As a result, the PC Moderator does not provide a graphical user interface nor does it use the mouse for configuration. Instead, the PC Moderator simply displays text and prompts the user to enter the response on the keyboard. The First Time Setup program displays important information and then asks the user to answer the questions to setup the clock, setup and parent passwords and then configure up to 8 users with name, password and time limit settings. Pressing <Esc> allows the user to go back to the previous questions and <F10> may be pressed to exit. 

The Tutorial, which runs automatically at the end of the First Time Setup operates in a similar manner sending text to the Wordpad application to provide useful information about the PC Moderator. In addition, it also demonstrates the various screen graphics for login, option prompts, errors, remaining time graphic, etc. so the user can become familiar with these unique graphical patterns. 

For the Main Setup program, a simple menu system is used where option lists are displayed and the user makes a selection by pressing a number from 0-9. Although this may seem inconvenient, this was done intentionally. By not using software applications running on the computer for configuration, the potential for hacking has been dramatically reduced. To improve the speed of operation, menu items may be selected before the entire menu has been displayed. 

First Time Setup Description

The PC Moderator first time setup operates after the device is installed and the computer is powered on and a key sequence of <Scoll-Lock>, <Scroll-Lock>, <s> is pressed. The PC Moderator then sends the appropriate keystrokes to automatically run Microsoft® Wordpad® and then send keys to the application to display information and prompts while receiving keystrokes typed on the keyboard.  After the first time setup program runs, it automatically runs an onscreen Tutorial that demonstrates the various on screen displays and provides useful information about setup and operation. 

The following boxes contain the text generated during first time setup. 

Thank you for purchasing the PC Moderator(tm) from Woog Labs

While this product is intended to help parents in monitoring and moderating computer use, it should NOT be used:

1. By individuals who are suicidal or pose a risk of physical harm to themselves or others. Seek the help of a mental health professional.

2. Until you have read the accompanied documentation and understand and agree to the terms of the warranty, limitations of liability and copyright notice.

3. Until you have discussed with all users the risk of potential damage to the computer and/or the PC Moderator should they attempt to detach the unit from the computer without properly removing the lock and cover.

Press Y (Yes) if you agree to these terms and conditions, otherwise press <Esc>, shut down the computer, detach the PC Moderator and return it to the place of purchase. 

Thank you for choosing the PC Moderator. Welcome to the first time setup program.

PC Moderator limits use by disabling the keyboard and display when users are not allowed according to the settings in the PC Moderator and it`s internal clock. The PC Moderator maintains it`s own security system (independent of the operating system) to log in users and monitor use. Child users (or anyone being monitored/limited) are assigned a user number from 1 to 8 (represented by function keys F1 - F8) and a password. User number 9 (function key F9) has been preassigned as the parent user. User 10 (F10) is defined as the Setup User with access to the configuration of the PC Moderator.

This program runs ONLY on a new/reset PC Moderator guiding you through:

1. Setting the PC Moderator`s clock

2. Setting passwords for Setup(F10) and Parent(F9) users

3. Enabling users F1-F8 and setting their passwords and limit settings

At any prompt press <Esc> to go back to the previous entry or <F10> to exit. To keep current/default values press <Enter>. For help, visit www.pcmoderator.com. Press <Enter> to continue with initial setup:
1. Clock Set

The PC Moderator`s clock is powered by a coin cell battery and will last more than a year. Replace the battery if the PC Moderator fails to keep time.

The time is set to  3:28 PM
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Change the time? Y=Yes, N=No: Yes
Set time in 12 hour format (Hrs, Min, am/pm)
Hour: 03

Minutes: 28
Type <A> for am, <P> for pm, <Enter> to set: PM

Time set to:  3:28 PM

The date is set to Saturday, October 29, 2005
Change the date? Y=Yes, N=No: Yes
Select month in 1 (m=1-9) or 2 digit format (mm=01-12) then press <Enter>: 10
Day of month in 1 or 2 digit format (dd): 29
Enter 2 digit year (yy) between 04 and 20 : 05

Date set to: Saturday, October 29, 2005

The Daylight Saving Time (DST) feature will automatically set the clock ahead 1 hour in the spring and behind 1 hour in the fall according to the DST schedule.
Enable Daylight Saving Time? Y=Yes, N=No: Yes

Daylight Saving Time enabled.

2. Setup and Parent Passwords

The Setup password is used to log in with access to the Setup Menu, Quick Change options and to log in F1-F8 users (Manual Daily Enable and add Bonus Time). It should ONLY be used for these purposes.

Make up a password of up to 10 characters, numbers and/or symbols that is not easy for others to guess and memorize it. WARNING: This password allows access to all PC Moderator passwords/settings. Never log in as F10 to use the computer or give this password to your children!!!

Enter Setup (F10) password (10 character maximum):

********

Enter password again to confirm:

********

Password set

The Parent password allows parents to log in without time restrictions. 

Make up a password of up to 10 characters, numbers and/or symbols that is not easy for others to guess and memorize it. 
Enter Parent (F9) password (10 character maximum):

****

Enter password again to confirm:

****

Password set

3. User Setup

Setup for the first user (F1)

Note: The user`s name is only used to identify users within setup. F1-F8 keys select the user at login.

Enter the name of user F1 (10 character maximum): John

Make up a suitable (or use existing) password for this user. Write this password and their user number (F1-F8) on a piece of paper to give it to them later.
Enter the password for user F1 (10 character maximum):

****

Enter password again to confirm:

****

Password set

Now you will be setting the time limits, allowable time ranges and other options. In addition to values for each day of the week, the PC Moderator allows for a special type of day called Holiday/Vacation. This allows a convenient way for parents to set extended hours. 

Sunday 

Time limit setting

Tip: When setting limits, a gradual (i.e 10 minutes per week) reduction in allowed computer time will be tolerated better by most children.

How much total computer time will this user be allowed this day?
Hour: 03

Minutes: 00

Earliest time this day computer use is allowed?
Hour: 09

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: AM

Latest time of day computer use is allowed?  Set for midnight or later if computer use is allowed into the next morning (i.e. 1:30am).

Hour: 09

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: PM

With Manual Daily Enable, the user`s password is disabled (can`t log in) on this day until enabled. Parents can ensure homework or other responsibilities are completed before allowing computer use. To enable/login for the user, the parent logs in using the child`s assigned number (F1-F8) but uses the SETUP Password instead of the child`s.
Set Manual Enable for this user on this day? Y=Yes, N=No:  No

Recent research showed that children playing computer games at night with a BRIGHT display had lowered melatonin levels and felt less tired than those with a dim display. The PC Moderator`s Display Dim feature is designed to compensate for these negative sleep-related effects.
Enable the Display Dim feature?  Y=Yes, N=No: Yes

We suggest a dimming time of at least 90 minutes before bedtime.

Dim display at what time?
Hour: 08

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: PM

A time range within the time limits already set may be `locked out` to prevent computer use during time set aside for homework, chores or family dinner.
Enable a lockout time? Y=Yes, N=No: Yes
When should the lockout period begin?
Hour: 03

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: PM

When should the lockout period end?
Hour: 05

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: PM

Day setup complete: Use same settings for Monday? Y=Yes, N=No: Yes
Day setup complete: Use same settings for Tuesday? Y=Yes, N=No: Yes
Day setup complete: Use same settings for Wednesday? Y=Yes, N=No: Yes
Day setup complete: Use same settings for Thursday? Y=Yes, N=No: Yes
Day setup complete: Use same settings for Friday? Y=Yes, N=No:  No

Friday 

Time limit setting

How much total computer time will this user be allowed this day?
Hour: 5

Minutes: 00

Earliest time this day computer use is allowed?
Hour: 09

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: AM

Latest time of day computer use is allowed? 
Hour: 11

Minutes: 30
Type <A> for am, <P> for pm, <Enter> to set: PM

Set Manual Enable for this user on this day? Y=Yes, N=No:  No
Enable the Display Dim feature?  Y=Yes, N=No: Yes

Dim display at what time?
Hour: 10

Minutes: 00
Type <A> for am, <P> for pm, <Enter> to set: PM

Enable a lockout time? Y=Yes, N=No:  No
Day setup complete: Use same settings for Saturday? Y=Yes, N=No: Yes
Day setup complete: Use same settings for Holiday/Vacation? Y=Yes, N=No: Yes

Holiday/vacation setup complete

User setup successful

Set up another user? Y=Yes, N=No:  No
Tutorial Description 

Once the PC Moderator first time setup ends when no more users are being setup, it automatically runs the PC Moderator Tutorial. The text in boxes and pictures that follow demonstrate the operation of the Tutorial.

PC Moderator Tutorial

Press <F10> to exit, <Esc> to go back

Before the display and keyboard are enabled, users must log in with their user number (function keys F1-F8, F9=Parent and F10=Setup) and assigned password. Besides F10 (Setup) and F9 (Parent), the following users have been set up:

F1: John

Press <Enter> to continue, F10 to exit

The PC Moderator displays unique graphical patterns that prompt the user for password and other keyboard entries. This tutorial will display and explain these patterns.

Once the PC Moderator is installed, the display will no longer show the operating system loading when the computer is powered up or returns from standby. The display instead will show in sequence: 1) the normal display, 2) dimmed display, 3) blue screen, 4) red screen followed by 5) a flashing blue (and at times red) pattern that gets smaller toward the top of the screen. The user should not type on the keyboard during this time.

Press <Enter> to see what this looks like...
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Please wait until this screen returns...
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The flashing blue pattern will change to a red (purple=Holiday/Vacation mode) flashing horizontal bar that slowly moves down the screen. This is called the `Login Prompt`.
Press <Enter> to see what this looks like...
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From the Login Prompt, the user presses the function key <F1>-<F8> corresponding to their user number or <F9> for Parents or <F10> for Setup. The display will change to the Password Input Screen.
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Press <Enter> to see what this looks like...


When the user enters their password, the pattern enlarges downward with blue/red bars for each key typed. <Backspace> deletes characters and <Esc> clears the entire password. <Enter> submits the password.
Press <Enter> to see what this looks like...



Note: Parents can enable their child for the day (Manual Daily Enable) by entering the Setup password instead of the child`s. Bonus time can be added by pressing a number from 1-9 (10-90 minutes), then press <Enter>, then the Setup password (instead of the child`s).

If a valid password is entered (and user time is available), the display and keyboard are enabled. If the password is entered incorrectly or the user has not been enabled for that day, the display will flash red before returning to the Password Input Screen.

Press <Enter> to see what this looks like...


If the password is entered incorrectly 3 times, the display will stay completely red for 10 seconds. After 9 failed attempts the display will stay red for 60 seconds.
If a user is not allowed to use the computer at the current time, the screen will flash red 3 times.

Press <Enter> to see what this looks like...


While users F1-F8 are logged in, the display will appear normal or dimmed depending on the settings and time of day. For an example of the dimmed display...
Press <Enter> to see what this looks like...




F1-F8 users may at any time view a graphical display of remaining computer time. To view this graphic, press the <Scroll Lock> key twice slowly and after the screen turns purple, press <Scroll Lock> again. Press the <Shift> key to end the display. Red horizontal bars mark hours and thinner blue bars/blank spaces represent 30 minutes. The following is an example of 3 hours remaining.
Press <Enter> to see what this looks like...



Image not available

For an example of 1 hour, 30 minutes remaining.
Press <Enter> to see what this looks like...



Image not available

Screen flashing at 10 minutes and 5 minutes remaining warns F1-F8 users that their time is running out. During the last two minutes of user time, the screen will flash continuously. 
Press <Enter> to see what this looks like...
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During the second minute of continuous flashing, the keyboard is disabled except for the <Esc> and <Scroll Lock> keys (to allow shutting down full screen applications). The user must now shut down the computer or log out of the PC Moderator.

Quick Change and User Options

While logged in, there are various features and settings available to users. These are available from the Option Screen which all users select by pressing the <Scroll Lock> key twice within two seconds. The screen will then appear a dim purple. 
Press <Enter> to see what this looks like...


When the purple Option Screen is displayed, PC Moderator is waiting for a key press. For all users, <Esc> logs out the current user and the Login Prompt will be displayed. The Setup user may enter the Setup Program or Quick Change features. 
Press <Enter> to see the feature list:

All Users (F1-8, F9, F10): <Esc> => Logout

F10 (Setup) User Options:

<S> => Automatic running of Setup Menu in Windows OS

<T> => Setup Menu from text editor

<H> or <V> => Holiday/Vacation mode on

<N> => Holiday/Vacation mode off

<F1-F8> => Manual enable user for day

<1-9> then <F1-F8> => 10-90 minutes bonus time for F1-F8 user

F9 (Parent) User Options:

<S> => Automatic running of Tutorial in Windows OS

<T> => Tutorial (must be running text editor)

F1-8 User Options:

<Scroll Lock> => Remaining time graphic display

<Enter> => User Status report (must be running text editor)
Press any key to continue

The Setup Menu provides options to set the time/date, add, delete and edit user settings and use many advanced features. To enter Setup from Windows (98/ME/XP/2000), use the following steps. For other Operating Systems or if the following steps fail, refer to the Installation and Users Guide.

1. Power computer, login as setup user (F10)

2. Select your Windows user name and enter your Windows password (if needed). Wait for Windows to load completely

3. Disable pop up programs such as AOL Instant Messenger.

4. Press <Scroll Lock> 2 times slowly. After the purple Option Screen is displayed, press the <S> key. The Setup application will now start. Select menu items by pressing the number associated with that menu line (even before displayed). <0> exits setup from all menus. Refer to the Installation and User Guide or www.pcmoderator.com for more details.

Press <Enter> to go to Setup now... Tutorial ended

When the Tutorial ends, it automatically runs the setup program as described in the next section.

PC Moderator Setup Program Description

The PC Moderator setup program runs automatically after the Tutorial during First Time Setup. It also can be evoked any time afterwards by logging in to the PC Moderator as Setup User (F10), then pressing <Scroll-Lock>, <Scroll-Lock>, <s>. This automatically runs Microsoft® Wordpad® and then displays the following menu:

PC Moderator Version 1.5 Setup Main Menu

Copyright 2005, Woog Laboratories, Inc.

October 29, 2005  3:34 PM

1 - Set clock time/date

2 - Setup/configure users

3 - Enable/disable users (until date)

4 - Manual daily enable users

5 - Holiday/vacation mode on/off

6 - Computer usage report

7 - Change Setup (F10)/ Parent (F9) passwords

8 - Tutorial

9 - Diagnostic Menu

0 - Exit setup and log out

Esc - Back to Main Menu

From the Main Menu, the keys 0, 1-9 can be pressed to make choose a menu selection. A submenu will be displayed with further options. Pressing <0> at any menu will cause the Setup Program to exit and will automatically log out the user. Pressing <Scroll-Lock> at any time during setup will cause the setup to exit without closing Wordpad or logging out the user. For speed of operation, keys can be pressed before all menu items have been displayed and the program will immediately skip ahead to the selected menu item.

Note that the Tutorial can be evoked at any time while running setup. A shorter version, intended for child users can be evoked at any time using the Quick Options when logged in as a parent user. 

Selected Sub Menu Descriptions

The following text has been selected submenus from the main menu.

PC Moderator Version 1.5 Setup Main Menu

Copyright 2005, Woog Laboratories, Inc.

October 29, 2005  3:34 PM

1 - Set clock time/date

2 - Setup/configure users

3 - Enable/disable users (until date)

4 - Manual daily enable users

5 - Holiday/vacation mode on/off

6 - Computer usage report

7 - Change Setup (F10)/ Parent (F9) passwords

8 - Tutorial

9 - Diagnostic Menu

0 - Exit setup and log out

Esc - Back to Main Menu

1 - Set clock time/date

Time/date Setup Menu

Saturday, October 29, 2005  3:34 PM

1 - Set current time

2 - Set current date

3 - Enable daylight saving time feature

0 - Exit setup and log out

Esc - Back to Main Menu

The clock set menu lets you set the time, date and enable/disable daylight saving time. Pressing <Esc> within any menu returns the user to the previous menu. Pressing <0> cause the setup program to exit and automatically exit Wordpad (or other text editor) and log out as the setup user.

Setup/Configure user example of nested menus. 

2 - Setup/configure users

Setup/configure Users

1 - Edit/delete user F1: John

2 - Add user F2   

3 - Add user F3   

4 - Add user F4   

5 - Add user F5   

6 - Add user F6   

7 - Add user F7   

8 - Add user F8   

0 - Exit setup and log out

Esc - Back to Main Menu

1 - Edit/delete user F1: John

Edit/delete user F1: John

1 - Change user name

2 - Change user password

3 - Time limit, range and feature settings

4 - Delete/remove user

0 - Exit setup and log out

Esc - Exit to previous menu

3 - Time limit, range and feature settings

Edit Time/Feature Settings                  Display   Manual

Select  Limit      Range      Lockout         Dim     Enable

1-Sun   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

2-Mon   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

3-Tue   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

4-Wed   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

5-Thu   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

6-Fri   05:00   9:00a-11:30p    off         10:00p     off

7-Sat   05:00   9:00a-11:30p    off         10:00p     off

8-Hol   05:00   9:00a-11:30p    off         10:00p     off

Enter 1-8 for day of week to edit or 0 - Exit setup and log out

Esc - Exit to previous menu

1-Sun   03:00   9:00a- 9:00p   3:00p- 5:00p  8:00p     off

Edit Sunday time/feature settings - F1: John

1 - Time limit: 03:00 (hours:mins)

2 - Time range:  9:00a- 9:00p 

3 - Lockout time:   3:00p- 5:00p  

4 - Display dim:  8:00p  

5 - Manual daily enable: off

6 - Copy this day settings to Monday

7 - Edit next day

8 - Edit previous day

0 - Exit setup and log out

Esc - Exit to previous menu

3 - Enable/disable users (until date)

Enable/disable User

Select          Name           Status       Enable Date

1- Disable F1:  John           Enabled 
                

0 - Exit setup and log out

Esc - Back to Main Menu

This menu displays the enable/disable status of each user and allows the Setup user to enable or disable (with optional reenable date) the selected user.

4 - Manual daily enable users

Manually Enable Users Today

0 - Exit setup and log out

Esc - Back to Main Menu

This menu allows the Setup user to manually enable the currently selected user. This can also be performed with the Quick Options and does not require running setup.

5 - Holiday/vacation mode on/off

Holiday/vacation Menu

1 - Turn holiday/vacation settings on

2 - Turn holiday/vacation settings off

0 - Exit setup and log out

Esc - Back to Main Menu

This menu item lets you enable/disable vacation holiday mode providing an alternate time set for the selected user until it is again turned off. This can also be performed with the Quick Options and does not require running setup.

6 - Computer usage report

Computer Usage Reports

1 - Show usage report for F1: John

9 - All users

0 - Exit setup and log out

Esc - Back to Main Menu

Computer Usage Report

Starting date (mm/dd/yy): 10/23/05

Ending date (mm/dd/yy): 10/30/05

Computer usage report - User F1:  John

10/23/05 - 10/30/05
Sun - 10/23/05: 6hrs 30min
Mon - 10/24/05: 7hrs 51min
Tue - 10/25/05: 6hrs 55min
Wed - 10/26/05: 6hrs 41min
Thu - 10/27/05: 5hrs 31min
Fri - 10/28/05: 5hrs 47min
Sat - 10/29/05: 7hrs 54min
Sun - 10/30/05: 4hrs 05min
Total time used: 51hrs 17min
Average daily use: 6hrs 24min

This menu allows the generation of reports of computer usage. Note that in addition to time reports for each day that the computer was use, total and average for the period are also outputted. If this text is to be printed, do not press <0> at the menus to exit, but instead press <Scroll-Lock> to exit the setup without exiting Wordpad. Then edit the text file or cut and paste the report into another document file for saving/and or printing. The PC Moderator holds over 1 year of data so the reports can be generated again.

7 - Change Setup (F10)/ Parent (F9) passwords

Parent and Setup Password Menu

1 - Set Parent (F9) password

2 - Set Setup (F10) password

0 - Exit setup and log out

Esc - Back to Main Menu

1 - Set Parent (F9) password

Enter Parent (F9) password (10 character maximum):

****

Enter password again to confirm:

****

Password set

The menu shown above shows the parent password being set. Note that the password characters are never displayed or generated by the PC Moderator sent to the PC. This prevents key logging software from being used to capture passwords. Function keys can be imbedded as part of passwords for additional security in the event that hardware logging is attempted at the input of the PC Moderator. Products such as Keykatcher do not log function keys.

9 - Diagnostic Menu

Diagnostic Menu

1 - Diagnostic mode on

2 - Diagnostic mode off

3 - Show firmware build date

4 - Show keyboard status

5 - Display test

9 - Reset all

0 - Exit setup and log out

Esc - Back to Main Menu

The diagnostic menu provides a few options to help troubleshoot compatibility problems should they arise. It also allows the user to completely reset the PC Moderator to new condition allowing first time setup to be run.

Notices:


Windows and Wordpad are registered trademarks of Microsoft Corporation

PC Moderator is a trademark of Woog Laboratories, Inc.

Copyright © 2005 Woog Laboratories, Inc. all rights reserved. Patent Pending

Prompts the installer to set the time 
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The full display screen of the computer will appear as shown to the right. The blue pattern flashes and gets smaller toward the top.





The full display screen will appear as shown to the left. The red bar pattern will flash and slowing progress toward the bottom of the screen.





The full display will appear as shown to the left. The purple bar will appear steady until a key is pressed.





The full display will appear as shown to the left. The red and blue bars extend downward for each key pressed until <Enter > is pressed.








The display will appear a solid red as shown on the picture the left if an invalid password is pressed OR if they have not yet been enabled when Manual Daily Enable has been set on.





The screen will flash 3 times  the pattern shown on the image to the left if time is not allowed. 





The normal white background will appear dimmed with a yellow/amber tint and blue will appear almost black when the display is dimmed. While this may initially appear annoying, your vision will significantly compensate for the color shift over a short period of time.  





Dim purple option screen
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